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Introduction

This policy statement is applicable to employees who are required to register their personal details and details of their privately owned car on the ‘grey fleet’ online register at www.greyfleet.com.  This is only applicable where the car is used at work to undertake business mileage in the course of their duties and on the employer’s behalf.
This statement should be read in conjunction with the Trusts Travel Policy and the Driving at work policy.
Policy Statement

Knowles Associates Total Fleet Management Ltd will only collect information from an individual that is necessary and adequate for the performance of our service to that party.  All data will be fairly and lawfully processed and accuracy and security of data will be paramount.  All information will be secure at all times and processed in accordance with the Data Protection Register. We will not use any personnel data for direct marketing purposes either directly or via a third party organisation.
We will maintain our data protection register and make certain that our licence is always current. We will ensure that our suppliers or third parties conform to the requirements of the data protection act.
Why the data is required
The data is necessary because:
The Trust must be satisfied that drivers are sufficiently fit and healthy to drive safely and not put themselves or others at risk.  They must meet the eye sight requirements set out in the Highway Code and they must be aware that they should not drive, or undertake other duties, while taking a course of medicine that might impair their judgement.
The Trust must be satisfied that vehicles are fit for the purpose for which they are used, they must be properly maintained and be in a safe and fit condition.  It must also ensure that any goods and equipment that are required to be carried can be safely and properly secured.  The Trust must be satisfied that drivers’ health, and possibly safety, is not being put at risk.

The Trust must be satisfied that all documentation and insurance cover meets the minimum standards and that they are kept in date.

The Trust must carry out a risk assessment to establish whether the driver is competent and that they are properly trained.  This requires details of any accidents and sight of driving licences etc.  The type and duration of journeys most also be considered and must include visits to areas and terrain that pose a particular risk to the driver and also whether assistance is available should the driver breakdown or have an accident.

Ownership of the web site
The www.greyfleet.com website, the software and hardware are owned by Knowles Associates Ltd who are under contract to provide the data collection and analysis for the Trust.  No other organisation has access to the site.
Where the data is stored
The data is stored on a Structured Query Language (SQL) data base on a secure file server that is owned by Knowles Associates Ltd.  The file server is housed in a Telehouse building located in the city of London. The server is stored in a locked rack within a locked cage.  The building is protected by an uninterruptible power supply and high speed telephone links.
Who has access to the data
Access into the Telehouse building and to the keys is restricted to security cleared personnel and owners of the data.  The data is access remotely from Knowles Associate’s Office for the purpose of data management and analysis.  Access to all electronic data stored on our dedicated server can only be achieved by the system administrator by way of password, user ID and Internet Protocol (IP) address.  No other individual or third party has the ability to access this data in its raw format. 

The data is not shared with any third party organisation other than detailed within this policy
Clients are able to view, update and delete all of their own personal data that has been stored on our server at any time by use of our user ID and password protected members section of our website.  
Data Security
All data that is viewed on the site is encrypted using a 256 bit encryption by way of a professional Secure Sockets Layer (SSL) Technology.   A certificate is held that enables encryption of sensitive information during online transactions.   The certificate contains unique, authenticated information about the certificate owner and each certificate is issued by a certificate authority.  Data will not be transferred by means of computer disk in the post or by courier or downloaded to any portable media.

Data Protection Principles
There are eight principles put in place by the Data Protection Act 1998 to make sure that all Data is handled properly.  In Accordance with these principles all Data collected and controlled by Knowles Associates Total Fleet Management Ltd in relation to the driver registration scheme must be:

1. Fairly and Lawfully processed

2. Processed for limited purposes

3. Disclosed for purpose only

4. Adequate, relevant and not excessive 

5. Accurate 

6. Not kept for longer than is necessary 

7. Processed in line with the individuals rights

8. Secure 

By Law Knowles Associates Total Fleet Management Ltd must keep to these principles.
The registration scheme refers to the process used by clients of Knowles Associates for the collection and analysis of data in line with the client’s Travel and Health & Safety Policy.  The data is collected to enable the Client to demonstrate under Health & Safety Law that a register is maintained and assessed in all key areas of evaluation as described in the HSE guide “Driving at Work”.

The First Principle

“The information to be contained in personnel data shall be obtained, and shall be processed, fairly and lawfully.”

Obtaining information

All information retained either electronically or by hard copy of a data subject, will be kept for the sole purpose of providing the subject with the requested service.  We will not obtain information by unfair pressure or unjustified threats and no inducements will be offered.  We will not mislead or deceive anyone as to the purpose for which the information is to be held, used or disclosed.

Only information obtained via the data subject, the data subject’s employer or from a third party as a direct result in providing the service will be retained on our systems.  Any information obtained via a personnel relationship with the data subject will not be recorded.

Fair Processing

The personnel data will be processed fairly and lawfully.  “Processing” is defined by the act to mean amending, adding to, deleting or re-arranging the data or even extracting information that forms part or all of the data. Fairness will be judged by reference to the purpose of the processing, the nature of the process itself and the consequence to the individual.  

All information requested by Knowles Associates Total Fleet Management Ltd either directly by an employee or indirectly by completion of an online form, will only be required for the purpose of the service to be provided to the individual.  All information will be processed only within Knowles Associates Total Fleet Management Ltd offices or property and by Knowles Associates Total Fleet Management Ltd employees.
The online form has been designed specifically to only request information that will be absolutely necessary for the Client to adhere to its responsibilities of “Duty of Care” to its employees who drive whilst at work.
All staff will be aware that only questions relevant to the service being offered will be asked of the individual and all forms will be designed to ensure the same continuity.

The Second Principle

“The data shall be held only for one or more specified and lawful purposes.”

The register completed by Knowles Associates Total Fleet Management Ltd details all the specified purposes for the collection of personnel data.  The register is held by the company secretary and can be made available upon request.

Any additional purposes that are required in the future will be added to the register entry, following the guidance and requirements of the act. Knowles Associates Total Fleet Management Ltd will not seek to obtain or process personnel information outside of this register.

The Third Principle

“Personal data held for any purpose or purposes shall not be used or disclosed in any manner incompatible with that purpose or purposes.”

Conformity with this principal is achieved by ensuring that the data register fully describes all uses and disclosures of personnel data. 

In line with the provision of our services to an individual, it may be necessary to provide certain information to a third party organisation. When providing information to a third party organisation all Knowles Associates Total Fleet Management Ltd staff will make sure that only data necessary for the purpose is shared with the third party organisation.   In certain circumstances the individual may require data to be provided to a third party not detailed on our register.  In these circumstances with the individuals written permission we may provide the agreed data without breach of this principle.

In conclusion, only data that is necessary for the purpose of providing the service can be given to a third party.  The third party must be detailed on our data register unless we have the written authorisation of the individual.

Persons detailed on Knowles Associates Data Protection Register to which disclosures of information can be made:  This list includes the following but is not limited to.

The data subject themselves

Relatives, guardians or other persons associated with the data subject

Suppliers, Providers of goods or services 
The data subjects employers or past/potential employers

Financial Organisations and Advisers 
Central Government 
Inland Revenue
Please note that for the purpose of operating the registration scheme, data will only be provided to the Trust and if requested by the Client to the Inland Revenue.
The Fourth Principle

“Personal data held for any purpose or purposes shall be adequate, relevant and not excessive in relation to that purpose or those purposes.”

To comply with this principle we need to consider the policies and procedures in place for collecting information about an individual. All on-line and hard copy forms have been created to identify the minimum amount of information about each individual which is required in order to properly fulfil their purpose.  We have tried to identify the cases where additional information is required and seek to ensure that such information is only collected and recorded in those cases. We do not record personnel data merely because there is a slight possibility that this will become one of the special cases, where the extra information may be useful.

All of our forms our reviewed periodically to ensure relevance of the data collected to the service provided, and if necessary the forms are restructured accordingly.

Our staff will not be required to collect any information either verbally or written outside of the information detailed on our forms.  

Data will not be kept for longer than is necessary to ensure that the data does not become excessive or irrelevant.

The Fifth Principle

“Personal data shall be accurate and, where necessary, kept up to date.”

Accurate means correct and not misleading to any matter of fact.  A mere opinion, which does not purport to be a statement of fact, cannot be challenged on the grounds of inaccuracy.

Data input 

Whilst it will be necessary for some information to be manually input onto our management system by our staff, the on-line system was designed in part to ensure that the privacy of the individual was maximised by virtue of the fact that they enter their own information directly into the data base.  This process reduces greatly the number of data handlers required and also the number of processes the data will need to pass through and as a consequence reduces the risk of breaching this principle of data protection.

All staff are required to check all data input at the time of entry.  Any errors will be rectified immediately.  It will be the Line manager’s responsibility to ensure the accuracy of the data input. 
Only information obtained using agreed forms and procedures will be input or retained in the individuals hard copy file. Information from sources outside of our agreed procedures could lead to inaccurate information.  The member of staff should check with their line manager to verify if it is reasonable to rely on information from that source.  In these cases of uncertainty the data source should be asked to detail the origin of their information. To ensure best practice this should be checked if possible with an additional source.

Where necessary the data held on the database will be reviewed on an annual basis and updated accordingly.  It is also necessary to run management reports from the database on an ad-hoc basis, where this occurs the data will again be reviewed and any inaccurate data will be treated under the inaccurate data policy.

Where historical information is required; this is quite clearly detailed and can not be confused with current data.  We will not seek to update historical data on a regular basis.

Inaccurate data procedure

Where an error or an inconsistency has occurred; the member of staff who has found the error, will report to their line manager, so that the necessary adjustment can be made.

The line manager should consider the consequences and implications of the incorrect information and what processes may have occurred using the incorrect data.  Where the incorrect information may have been passed to a third party this should be rectified immediately.  The significance of the inaccuracy should be considered and the likely damage or distress to the individual.

The Sixth Principle

“Personal data held for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.”

To comply with this principle we have reviewed the data that is stored electronically and by hard copy and measures have been enforced to control this process.

Hard copy data

All hard copy data, is archived after the period of service to the individual has been completed.  The data will be retained on our premises in a secure location for a maximum of seven (7) years effective from the beginning of the service provided.  Any data from the archive will only be supplied to recipients detailed within the data register, and then only if the information requested is required to conclude any business that was a result of the service provided.

When hard copy data has reached the end of its term (7 years) it will be collected from our premises using a paper reclamation service.  The data will then be taken from our premises and shredded under controlled conditions.

Electronic data

All electronic data retained after a period of service are held for historical, statistical or research purposes only, and are not used in a way that is likely to cause damage or distress to any data subject and therefore may be kept indefinitely.  In practice these records will be reviewed from time to time and will be deleted accordingly.

All electronic data retained for the purposes detailed above will be done so for the sole use of Knowles Associates Total Fleet Management Ltd and will not be provided to third party organisations.
The Seventh Principle

“An individual shall be entitled to, at reasonable intervals and without undue delay or expense, be informed by any data user whether he holds personal data of which that individual is the subject, and also be granted access to any such data held by the data user.  Where appropriate, to have such data corrected or erased.”

Correction or Deletion

All efforts will be made to ensure accuracy and data integrity, however, if the data subject believes for any reason that data held is not correct or is inaccurate all efforts will be made to rectify the data to the satisfaction of the data subject.

If personnel data are inaccurate the data subject may complain to the registrar or apply to the courts for correction or deletion of the data if they feel that the necessary action to resolve the situation has not been taken.

A data subject has no right to have personal data deleted merely because they would prefer that the data user should not keep that information about them.  As long as the data is not irrelevant, inaccurate or no longer required.

Subject Access

Upon receipt of a written request from the data subject, we will provide a copy of all personnel data held about him or her.  We will also include why the data is processed and details of any third parties the information has been shared with.  We reserve the right to charge a fee of up to £20.00 + VAT for this service.

Complaints

A data subject who considers there has been a breach of one of the principles or any other provision of the act is entitled to complain to the data protection registrar.

The Eighth Principle

“Appropriate security measures shall be taken against unauthorised access to, or alteration, disclosure or destruction of, personal data and against accidental loss or destruction of personal data.”

Personal data can only be accessed, altered, disclosed or destroyed by authorised personnel.  All staff are aware of their allowed activities and it will be the line manager’s responsibility to ensure that all staff act within their scope of authority.

All hard copy files are stored in a specifically designed and built building.  When files are not is use they will be returned to this data storage area.  No files containing personnel data will be taken off the premises without the express permission of the Managing Director.   In cases where this is allowed the files will be kept by the member of staff and will not be taken to any location outside of those detailed in the register.  No personnel information will be taken home by any member of staff.
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